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Claims

« Developing and deploying applications: Together
« Buzzword: Continuous software engineering, CI/CD

* Deploying: Applications and infrastructure
« Buzzword: Infrastructure as code

 Education issues

A
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 Developing old school
|

« Monolithic IDEs producing monolithic code

& Java - BankAccountTests_java - Eclipse SDK (=059
File Edit Refactor Source Navigate Search Project Run Window Help
Py P B 00 Q-  SEO- D @i SEI@ LB e 5 &7 s 45 0o
=0 ; —
Backzoe e X HEEL m BarkAccountTests.java &3 m EEriEEinE T 000 recursive.sh - [Test] - BashTest - [/Volumes/DATA/IdeaProjects/BashTest]
2| B % = package org.eclipse.banking.tests;

=l =9 Banking
5 org eciose.barkrg ®import jave.math.
- [4] BankAccount.java
=@ Bankaccount
o balance
@ deposit(BigDedmal)
@ getBalanc=()
@ withdraw(BigDecmal)
InsuffientFundsException java

src EITest B recursivesh

igDecimal;[] = S T
2 rclocal.sh
public class BankhccountTests extends TestCase { = rcsh
public void testDeposit() throws Exception { 3 = S sh
BankAccount account = new BankAccount (): 5 readahead-desktop.sh
account.deposit (new BigDecimal (1000)) M8 readahead.sh

README
account.deposit (new BigDecimal(100)): E,twm

5 resoiveonf.sh echo $pabc Jetc/default/s,

sbinpath || exit

exit $E_RANG

assertEquals(new BigDecimal(1100), account.getBalance()): 52 rmnologin.sh

(4] BankAccountTests.java
Eh JRE System Library [jre1.5.0_06]
B Ut 381 = public void testWithdraw() throws Exception {
BankAccount account = new BankAccount ():
account.deposit (new BigDecimal (1000));
account.withdraw (new BigDecimal (100));

Jetc/\tsp/syslogd

/ete/unbound/syslogd |

=g assertEquals(new BigDecimal(900), account.getBalance()):
. - }
Ha e sh
1 org.eclipse banking, tests & public vwoid testOverdraft() throws Exception { 5 syslogd.sh
import dedarations BankAccount account = new BankAccount (): 5 ols-backends.sh
=@ BankAccountTests try {

@ testDeposit) account.withdraw (new BigDecimal(100)):
@ testWithdrang Sttt m e m - o .
@ testOvercraft)

+ /Uib/sb/init-fun

Problems | Javadoc | Declaration | Tasks | U 1Unit 52 FURET N N [E - 5 o
Finished after 0.031 seconds
Runs: 3/3 @ Erors: 0 B Faiures: 1
= B org.ecipse banking. tests. BankAccountTests [Runner: = Failre Trace
testDeposit J0 junit.framework. AssertionF ailedError: InsufficientFundsException should halld
B testuithdraw = 4t org.cdipse banking.tests. ccountTests. testO un)

B2 testoverdraft

|
|~

4Rn %ETODO ®; event
0% &  org.edipse banking, tests - Banking

+ Loading Project: Car atTestwar exploded Detals...(10 m

B1Mof 759M
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Deploying?

Code

A
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Deploying, old school

# download

wget http://www.developer.com/app. tgz
tar xfz app.tgz

# compile and build

app

~/app> ./configure
~/app> make

~/app> make install
# run

~/app> ./app

« Great for single application, single machine

I!(‘ CleanSky 2017, Gottingen 6



‘ Developing, ca. 2017
I
« Own code, plus tons of modules, libraries, microservices,

@ python searuh|

€ Java - BankhccountTests,java - Eclipse SOK. e » Package Index
Pl Refcr S ot Seoth Prct R Wedon e
=R BB 0% Q- I BEG-ID GG ° P - {8 e p0en
EEETTEA o]~ 5| 0 srocomen 1D srsemms =5 PACKAGE INDEX PyPI - the Python Package Index Not Logged In
,,: STEE 7| veckage org.ccaipae.benking.cezesr B Browse packages Login
=L B oo Simport sava.nath.Bigdecimals Package submission The Python Package Index is a repository of software for the Python Register
B ey Tesne xtends Tevease | List trove classifiers programming language. There are currently 81014 packages here. Lost Login?
" ecsaccoun I < oev Beasmoomaely List packages i o
o it :C;M_Mi“f‘m :):?Cfmn::omy IS (tent 30 U] :’nk::nlacl the PyPl admins, please use the Support or Bug reports. Use OpenlD | )
) ratcus s o " RSS (newest 40 packages) nks. Login with Google &
D ) oo : Pytnon 3 Packages
SRITHTORS ] omie v sesoscnamae o st | :: ;‘;’;:‘:"y - "
! othing to rej
SN PyPI Support 9 to report
- BBl B Banri ]
FEoune 21 =0 IO ;

AR o W T

pablio void sescoverazars () throws Excepcion (

coouns acoouns = new Baskhooount ()

azar (now BigDecimal (100)) 7
[ g ————
ot s 0031 seconde

R 33 e 0 B 1

akka

5 B g edose ok st SorkcmTess Furver, = Faire Trace
5 esDesost
& et
B Oyt

<
17 B orgecies bkt Bk

Y MysoL

Code
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Deploying using virtual machines

# download description Customize a ready-made

wget http://www.developer.com/app. tgz image to local needs
tar xfz app.tgz

app
# edit configuration:

vi ansible-playbook.yml

# download actual image, configure it

vagrant --provision up

# tell DNS where to find the app:

curl --request POST www.mydns.com -d {'fdgn': myapp.com, 'ip':
1.2.3.4}

E.g., network addresses

« Great for simple applications
 Eveninside, e.g., VMWare clusters °o o

l!(‘ CleanSky 2017, Goéttingen 8




Setup after deployment

(o )

VM/

A
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Deploying complex applications — Manually
I
e Anything real will need multiple machines

wget http://www.developer.com/app.tgz )

tar xfz app.tgz Tell frontend how

L el el (L 5D to talk to backend:
app/frontend

# complex editing of network configuration IP’ ports, keyS’ e

app/frontend> vi ansible-playbook.yml

app/frontend> vagrant --provision up

# a backend server: Tell backend which
- - /app/backend frontend to accept:

# complex editing of network configuration
app/backend> vi ansible-playbook.yml IP, pOrtS, keyS,
app/backend> vagrant --provision up

# tell DNS where to find the app:

curl --request POST www.mydns.com -d {'fdgn': myapp.com,
frontend ip}

« Getting slightly less great —

l!(‘ CleanSky 2017, Goéttingen 10




Setup after deployment

VM

Front-
end

(o )

VM

Back
end

A
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' ?
Scaling out” Start second

_ frontend
 Load increases:

need another frontend Integrate it
with backend

# copy frontend configuration:

cp -r app/frontend app/frontend2
app/frontend2

app/frontend2> # complex editing of ne1

app/frontend> vi ansible-playbook.yml

# bring up a new fronend instance

app/frontend> vagrant --provision up

# tell backend to accept new frontend
. . /app/backend
aap/backend> vagrant ssh
vi backend.config # add the second frontend
server
./backend restart # trigger reloading of

config

I‘!& CleanSky 2017, Goéttingen



a4 A

Scalmg out? Distribute traffic to
| two frontends:
« But wait, there’s more: Loadbalancer
needed

/

wget http://www.loadbalancer.com/lb. tgz Firewall needs
tar xfz lb.tgz

1b to be told to

# complex editing of 1b configuration allow traffic
lb> vagrant --provision up

ssh firewall # reconfigure firewall
# tell DNS where to find the app:

curl --request POST www.mydns.com -d {'fdgn': myapp.com, 'ip':

1b_ip}
PN DNS should
> W point to
200 loadbalancer

o
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Setup after deployment

(o |

VM
Front-
endl
VM VM
Load- Back
balancer end
VM
Front-
% -
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Frontends at different sites?

 Wouldn't this make more sense?
VM

DNS
Front—
endl
Back
end

|!t‘ % CleanSky 2017, Gottingen 15



Deploying frontends at remote sites

# configure frontend2 to run elsewhere
app/frontend2

vagrant halt
# put IP of other site into configuration

vagrant up

drop loadbalancer

reconfigure firewall at both sites
reconfigure DNS

reconfigure backend

* Definitely not great!

16
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What do we need?

Get rid of manual configuration via console

Describing configuration of a composed application
 |ts actual application-oriented components
* Support components like firewalls, ...
« Scaling properties

Deploying such a composed application
Configuring underlying infrastructure

I!(‘ CleanSky 2017, Gottingen
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‘Issues

{ Describe J D

Deploy ] D>

Configure]

CleanSky 2017, Gottingen
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Describing complex applications — Templates

« Templates describe components in an application
 Needs

 Which components
 How interconnected
 How to scale
 Where to place

A
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Template examples

* OpenStack: HEAT Orchestration Template (HOT)

« HEAT: OpenStack’s orchestration plugin
« Composition, interconnected, limited scaling properties, single site

* Docker Swarm
« Container-based (instead of VMs)
« Relatively simple setup, easy generation

« Google Kubernetes

A
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Docker/Kubernetes example: Guestbook application

apiVersion
kind: Serv
metadata:
name: re
labels:
app: r
tier:
role:
spec:
ports:
# the
- port:
target
selector
app: r
tier:
role:

0o ~N O U W NBR

B R R R R R R R R
0O ~NOU A WNRSW

19
20
21
22
23
24
25

27

29

apiVersion: extensions/vlbetal

kind: Deployment
metadata:

name: redis-me
these labels
from the lat

#
#
# labels:
#
#

app: redis

role: mast

# tier: back
spec:

# this replice
# modify it ac
replicas: 1
# selector car
# from the lat
# selector:
# matchLabel
# app: gue
# role: me
# tier: bz
template:
metadata:
labels:
app: rec
role: me
tier: be
spec:
containers
- name: me
image: ¢
resource
reques
cpu:
memc¢
ports:

57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73

af
ki
me

St

— containerPort: 6379

N
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apiVersion: extensions/vlbetal
kind: Deployment
metadata:

name:

redis-slave

# these labels can be applied automat

# from tha

it
120

]

Wk 2 @O o =l

[

W W W W wwww kR R R R R R
[= ¥

apiVersion: V1"
kind: Service
metadata:
name: frontend
labels:
app: guestbook
tier: frontend
spec:
# if your cluster
# an external load
# type: LoadBalanc
ports:
# the port that
- port: B8O
selector:
app: guestbook
tier: frontend

resources:
requests:
cpu: 1@8em
memory: 1@eMi
env:
name: GET_HOSTS_FROM
value: dns
If your cluster config does
instead access an environme
service's host, comment out
uncomment the line below.
# value: env
ports:
- containerPort: 6379

oW B H

138
139
148
141
142
143
144
145
146
147
148
149
150
151
152
153

s

154
155

172
173
174
175
176
177
178

179

apiVersion: extensions/vlbetal
kind: Deployment
metadata:
name: frontend
# these labels can be applied automatically

# from the labels in the pod template if not set

# labels:

# app: guestbook

# tier: frontend
spec:

# this replicas value is default

# modify it according to your case

replicas: 3

# selector can be applied automatically

# from the labels in the pod template if not set
# selector:

# matchLabels:

# app: guestbook

# tier: frontend
template:
metadata:
labels:
app: guestbook
tier: frontend
spec:
containers:

= name: php-redis
image: gcr.io/google_samples/gb-frontend:v3
resources.:
requests:
cpu: 18@m
memory: 10eMi
env:
name: GET_HOSTS_FROM
value: dns
# If your cluster config does not include a dns service, then to
# instead access environment variables to find service host
# info, comment out the ‘value: dns' line above, and uncomment the
# line below.
# value: env
ports:
— containerPort: 8@

https://github.com/kubernetes/kubernetes/blob/release-1.2/examples/guestbook/all-in-one/guestbook-all-in-one.yaml

CleanSky 2017, Gottingen
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Templates, as they should be

I
 Quantitative annotations

* From profiling
« Scaling options

1000 200

Fire- Load-
—» wall ™ balancer

5000

I!(‘ CleanSky 2017, Gottingen 22



Services?

* "Ordinary” application boxes? | Front | | Back- | | Data-
end end base

Fire- | oad-

* “Network” functions? wall
- balancer

« What's the key, pivotal difference?

A
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Claim: None!

 There is no inherent difference between
* microservices
 network functions

« Differences are a historical, ecosystem-based coincidence
« E.g., separate orchestrators, ...

A
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Mid-term goal: Merge NFV and (D)CC

CleanSky 2017, Gottingen
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Crossing from VNFs to SDN?

Example: Load balancer
e Given as a VNF
e Or as SDN rules

Decide which one?
Automatically convert?

Open!

A
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Mid-term goal: Merge NFV, DCC, SDN

LANMAN 2016

27



Applications become more complex

« Application =
Actual application + networking

Application
components/
microservices

ﬁpplication

K R @~ FS<@~DBS

Networking
components
(SDN or NFV)

[\
Front- Back-
end end
Fire- Load-

& wall balancer

P

Quantitative

templates

A
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Remember

Developer knows best!

A
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‘ Example template: Quantitative scaling

BEO-Drse-pes|  [BODrsd ms

BS,)
:H‘“ FS, ?‘-:i>[: BS,
82/: 82
—<2 _A1FS o L —1FS BS
&/a—za &/[: BS, :J

l!(‘ CleanSky 2017, Goéttingen 30



Example template: Reordering

f3 - fl f2 f3
— f1 > fz — LB f3 — — |_B fl f2 f3
f3 - fl fz f3

LL!‘ CleanSky 2017, Géttingen
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Issues

Fire- r
wall
1000 = Load- 200 Load

wall balancer i y bal ancer

sooovl/ e
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Deploying?

I
e Scaling?

 Placement?
« Lifecycle

management?

 When to start, stop,

migrate state of a
component

- J

\_

* Where to put which \

component?

Virtual network embedding
— NP-hard

Embedding scalable
templates: generalization
 Still solvable with good

heuristics /

I!(‘ CleanSky 2017, Gottingen 33



One-size-fits-all solution?

« Use a single, “perfect” deployment scheme?
* Independent of application?

« Remember: Developer knows best!

« SotA: Some parameterization exists, but limited in flexibility
* E.g., Kubernetes

 No! Need bespoke deployment, orchestration schemes!

A
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Developer knows best!

« Application =
Orchestration + actual application + networking
UNIFY, SONATA, ...

ﬁpplication

R @~ FS<@~DBS

2

Fire-
wall

Front- Back-
end end

Load-
balancer

~

Place-
ment A

Bespoke

orchestration!

|

/

cycle

—
j/

A
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Reality check: Networking

« Networking: SDN controller applications
« Create network topology for application
* Developer support? Legacy?

/i;;phcaﬁon

R @~ FS<@~DBS

~

Bespoke
networking!

2

Front- Back- Place-
end end ment

Fire-
wall

Load- Life-
balancer cycle /

A
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High-level architecture

SDN con X)rchestrator

Application

8 0 ozo BS hl\(l,z:ﬁator orcﬁ(IaOSLtjrdator

Front- Back- Place-
end end ment
—_—

Fire- Load- Life-
wall balancer cycle

CleanSky 2017, Gottingen



Reality check: Developer

Developer knows best?

A

CleanSky 2017, Gottingen

38



Developer knows best?

. ®
Application
8% Drsd das

e o Front- Back- Place-

A end end ment
\_/—

wall cycle
balancer e

& o

l!(‘ CleanSky 2017, Goéttingen
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Reality check: Develop SDN network applications

* NetIDE: Bring SDN closer to developers
« Supporting legacy applications on controller frameworks

Network Application

module||module|{[module||module{module

module({[module

Client Controller 1

Client Controller 2

Client Controller N

NetIDE Core

Tools

Server Controller

Network
Element

Network Network
Element Element

Network
Element

aulbug 3QpeN

@ NetIDE

http://www.netide.eu

[=] 7,1 [m]

CleanSky 2017, Gottingen
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‘ NetIDE: Ease developer’s tasks by SDK
|

[F] L2Test £3

1

~ MM s w

= from
from
from
from

ryu.base import app_manager

ryu.controller import ofp_event
ryu.controller.handler import M
ryu.controller.handler import s

- class L2Switch(app_manager.RyuApp):

def __init__(self, *args, *"kwar

super (L2Switch, self).__init

Osef_ev_cls(ofp_event.EventOFFPa
def packet_in_handler(self, ev):

msg = ev.msg
dp = msg.datapath

ofp = dp.ofproto

ofp_parser = dp.ofproto_pars

actions = [ofp_parser.0FPAct

out = ofp_parser.0FPPacketOu
datapath=dp, buffer_id=m
actions=actions)

dp.send_msg(out)

> Network Apps

> Topology Model —>‘ Generate Mininet Configuration ]

v

Configure Network Engine and Apps]<— Mininet Configuration

€1(127.0.0.1:6633)) ¢ ¢

Network Engine Configuration :{ Configure the VM
[ Deploy Network App

v

Ready-to-Run VM

 comsole 5

datapath=18, in_port=3, actions=output:Z, priority=32768, |«

B X xR W

LR

Legend:

:] Action
[ ] Arifact

'3

T

=0
vz s Network Engine's output f i
Start Mininet and NetIDE Engine on VM
™ ¢ >
Running VM
Work on running Mininet via SSH ]4—[ Open SSH Tunnel to VM

\

CleanSky 2017, Gottingen
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Reality check: Templates

» |deal developer writes perfect templates
* Real developer?

« Option: semi-automatic generation?

Based on semantic understanding of components

SFB90OI

HENE
ON - THE - FLY COMPUTING

https://sfb901.uni-paderborn.de

4
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Reality check: Orchestration with 3rd party modules?

* Run code from outside application inside an orchestration
platform?
« Security, isolation, conflicts, ...?

e Sure — as microservices!
« SONATA (5G PPP): microservices-based orchestration

sonata i

http://sonata-nfv.eu

4
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Architecture overview
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Challenge: Education!

« Teaching curricula: Integrate networking, distributed
systems, virtualization

 Continuous education

A
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Conclusion

« NFV and (D)CC need to merge; SDN integrated

» Developers and Ops need to understand that
DevOps for complex, distributed applications

« Research & education task

@NetIDE sonata % AL At

A
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